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Unconventional Threats to Security

Connectivity

Complexity
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Context: IT interdependencies and impact

Dependence on IT: Today’s systems require a tightly knit information and
communications capability. Because of the vulnerability of Internet
communications, protecting the system will require new technology to
enhance security of power system command, control, and communications.

Increasing Complexity: System integration, increased complexity: call for new
approaches to simplify the operation of complex infrastructure and make
them more robust to attacks and interruptions.

Centralization and Decentralization of Control: The vulnerabilities of centralized
control seem to demand smaller, local system configurations. Resilience rely
upon the ability to bridge top--down and bottom-up decision making in real
time.

Assessing the Most Effective Security Investments: Probabilistic assessments
can offer strategic guidance on where and how to deploy security resources
to greatest advantage.
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Context: The Role of Digital Control
Systems in the Electric Power Industry

e Supervisory Control & Data Acquisition (SCADA)
Systems & Energy Management Systems (EMS)
control the power flow from generators to end users

e Distributed Control Systems (DCSs) are used to
control the operation of generating plants

* |ntelligent Electrical Devices (IEDs) & Programmable

Logic Controllers (PLCs) are being extensively used in
substations and power plants

Today, digital control systems are essential to the
reliable operation of the electricity infrastructure
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The Threat Situation

Continuing serious cyber attacks on information systems,
large and small; targeting key federal, state, local, and
private sector operations and assets...

= Attacks are organized, disciplined, aggressive, and well
resourced; many are extremely sophisticated.

= Adversaries are nation states, terrorist groups, criminals,
hackers, and individuals or groups with intentions of
compromising federal information systems.

= Effective deployment of malicious software causing significant
exfiltration of sensitive information (including intellectual

property) and potential for disruption of critical information

systems/services.  Dr. Ron Ross

NIST, Computer Security Division
Information Technology Laboratory
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"We're the most vulnerable nation
on the Earth because we're the most
dependent.”

- John "Mike" McConnell, former director of national intelligence,
now Sr. VP at Booz Allen Hamilton, CIO Magazine, Sept. 23, 2009
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"I think we're really at a crisis point
where we have no confidence in the
security of our information.”

- Amit Yoran, former director of the US-CERT, DHS,
former CEO In-Q-Tel and CEO Net Witness,
ClIO Magazine Sept. 23, 2009
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Contagion Timeframe
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Threat Evolution: Malicious Code
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What Can They Do and
How Can They Do It?

Information Leakage Integrity Violation Denial of Service lllegitimate Use

. Penetration : . Planting
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Y Bypassing Trapdoor
I tEM/Rf. Controls Theft
nterception . Service Spoofing €
Indiscretions Autl:lorlz_atlon
by Personnel Violation
Medi : Information Leakage
Scavenging Phy5|_cal g
Intrusion . . .
Integrity Violation
Intercept/Alter Theft Resource Exhaustion
Repudiation Replay Integrity Violation
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Overview of Focused Research Areas (1998-2003):

Programs Initiated and Develo

1999-2001

Underpinnings of
Interdependent
Critical National
Infrastructures

Tools that enable
secure, robust &
reliable operation of
interdependent
infrastructures with
distributed
intelligence & self-
healing
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Y2K2000-present

Information
Sharing
Intrusion/Tamper
Detection
Comm. Protocol
Security

Risk Mgmt.
Enhancement
High Speed
Encryption
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ed at EPRI

2002-present

Response to 9/11
Tragedies
1. Strategic Spare
Parts Inventory
2. Vulnerability

Assessments
3. Red Teaming
4. Secure

Communications

2001 -present

s

Self Healing Grid
IntelliGrid™
Integrated
Electric
Communications
System
Architecture

Fast Simulation
and Modeling
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Enterprise Information Security (EIS) program
Information Networks for On-Line Trade, Security & Control

. /\ Trade Data Net
y Y
API
Transmission Congestion Ancillary
Reservation Management Services
Transaction
Information
System TTC RSDD

ISN

Security Data Net

CC-RT
-|_ Control Data Net

Integrated Substation RCM MMW
Diagnostics
FACTS Event Recording Stabilizer
WA ) Controllers and Diagnostics Tuning

Dynamic Data Net

EIS Focus & -




“... And so, extrapolating from the best figures
available, we see that current trends, unless
dramatically reversed, will inevitably lead to a
situation in which the sky will fall.”

“ Amd ro, extrapolating from the best figures available, 1woe see thar currert frends, unless
’ , J ity 4 . . . . p 7 ar
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Infrastructure Security

We are “The Sky IS
“Bullet Proof” The Truth Falling”
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Cyber Threats to Controls

Ferceived Threats to Powear Controls
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for the United States Electric Utility Infrastructure,
EPRI, Palo Alto, CA: 2000. 1001174.
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Example: CIP programs in the industry
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Prioritization: Security Index

General

1.

Corporate culture (adherence to procedures, visible promotion of better security,
management security knowledge)

2. Security program (up-to-date, complete, managed, and includes vulnerability and risk
assessments)

3. Employees (compliance with policies and procedures, background checks, training)

4. Emergency and threat-response capability (organized, trained, manned, drilled)

Physical

1.  Requirements for facilities (critical list, inventory, intrusion detections, deficiency list)

2. Requirements for equipment (critical list, inventory, deficiency list)

3. Requirements for lines of communications (critical list, inventory, deficiency list)

4. Protection of sensitive information

Cyber and IT

1. Protection of wired networks (architecture analysis, intrusion detection)

2. Protection of wireless networks (architecture analysis, intrusion detection, penetration
testing)

3. Firewall assessments

4. Process control system security assessments (SCADA, EMS, DCS)
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Assessment & Prioritization: A Composite Spider
Diagram to Display Security Indices

Human Factors
System Restoration 10.00 Security Program (Up-to-Date, Complete, Managed, and

9.00/ 7 Includes Vulnerability and Risk Assessments)

Corporate Security Culture (Adherence to Procedures,
~ Visible Promotion of Better Security, Management
security knowledge)

Interedependencies With Fuel Supply

Process Control System Security Assessments Employees (Compliance With Policies and Procedures

|SCADA/EMS/DCS) o Background Checks, Training, etc.)
Firewall Assessmentsand | % _ Emergency and Threat Response Capability
Penetration Testing (Organized, Trained, Manned, and Drilled)

Protection of Wireless Networks (Architecture _-

Analysis, Intrusion Detection, Penetration Testing, etc.) Real Time Monitoring

Protaction of Sensitive Inform aﬁm"' » System Estimation and Visualization
Requirements for Lines of Communications [ﬂritical-:

List, Inventory, Deficiency List) Requirements for Facilities (Critical List, Inventory,

Intrusion Detections, Deficiency List)

Requirements for Equipment (Critical List, Inventory,
Deficiency List)
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Smart Grid: Tsunami of Data Developing

New devices in the home
enabled by the smart meter

800 TB

600 TB

OMS Upgrade
RTU Upgrade\ \

— Programmable
Communicating Thermostat
Come On-line

400 TB
Mobile Data Goes Live

u are here.\

<
o

L

~ "

Denlovment
Distribution Management

200 TBY(

Annual Rate of Data Intake

Rollout
GIS System Deployment

Time

)

Distribution Automation

Substation Automation System

Workforce Management Project

Tremendous amount of data coming from the field in the near future
- paradigm shift for how utilities operate and maintain the grid
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“Smart Grid” Components & Devices

- - Data Transmission Security, via
===== . == + Digital signature and hardware-enforced code signing
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Secure Smart Grids are architected with standards (source: Gridnet)

- Day Daily Totals Week more

1500
power in W

i2a  6a
Monday
8.2 ed

12p  8p  12a  Ba
B Tuesday

2.7 KWh used

12p 6p  12a

ected usage so far today

Jo5kwn

- Smart Charger Controller |

Control4’s EMS-100

Source: IBM Smart Grid Google Power Meter

Technological UNIVERSITY OF MINNESOTA
LeaderSh'P Institute : Driven to Discover~ © 2010 No part of this presentation may be reproduced in any form without prior authorization.




Utility Telecommunications

* Electric power utilities usually own and operate at least
parts of their own telecommunications systems

* Consist of backbone fiber optic or microwave connecting
major substations, with spurs to smaller sites

e Media:

— Fiber optic cables
— Digital microwave
— Analog microwave
— Multiple Address Radio (MAS)
— Spread Spectrum Radio
— VSAT satellite

Technological
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— Power Line Carrier

— Copper Cable

— Leased Lines and/or Facilities

— Trunked Mobile Radio

— Cellular Digital Packet Data (CDPD)
— Special systems (Itron, CellNet)
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Need for a Layered Security and Defense for Smart Grids:
Security Enforcement at Multiple Points

Utility
Communication Link

SCADA network
systems

e Y ]
3 —_—

Advanced metering data
management system

< e Alep-down
;? Substatien

Cusiamer

Substation Remote
Monitoring equipment

Cestamer

) : =3 Lo nods
£ | |,'|r|1-;-5i|:h=r.|i.;!I ir

Meter
Communication
(Meter to Cell Relay)

IP addressability and use of open standard
protocols for the control grid necessitates it to
be securely protected at multiple points
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Smart Grid Protection Schemes &
Communication Requirements

Type of relay Data Volume (kb/s) Latency
Present Future Primary Secondary

(ms) (s)
Over current protection 160 2500 4-8 0.3-1
Differential protection 70 1100 4-8 0.3-1
Distance protection 140 2200 4-8 0.3-1
Load shedding 370 4400 0.06-0.1 (s)
Adaptive multi terminal 200 3300 4-8 0.3-1
Adaptive out of step 1100 13000 Depends on the

disturbance
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Critical Security Controls

e
Risk Identity & Data Release Change Threat & Security Problem Security
Posture Access Protection Mgmt & Config Vulnerability Information & Incident Training &
Visibility Mgmt Mgmt Mgmt & Event Mgmt Awareness
Mgmt

National Institute of Standards and Technology
Guide to Industrial Control Systems Security

Technological

Source: IBM
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Issues to Watch

* Interoperability

— NIST’s Mandate: Energy Independence and Security Act (EISA) of
2007 ,Title XIII, Section 1305. Smart Grid Interoperability Framework

— The Framework:
e common architecture
flexible, uniform, technology-neutral
* aligns policy, business, and technology approaches
* includes protocols and standards for information management

Data exchange within the Smart Grid and between devices and
technologies

— NIST has offered an initial Smart Grid architecture; priorities for
interoperability standards, including cybersecurity:

* "Smart Grid Cyber Security Strategy and Requirements," The Smart Grid
Interoperability Panel-Cyber Security Working Group, DRAFT NISTIR 7628, Feb. 2010
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Issues to Watch

* Cybersecurity
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Bills in both House and Senate dealing with authority among FERC, DOE and NERC
The Commerce, Science and Transportation Committee approved the bill (S 773)

24 March 2010: “Cybersecurity bills easily approved by House, Senate panels”

Requires the executive branch to collaborate with the private sector on
developing cybersecurity standards and would mandate audits of how those
standards were being met.

Empowers FERC to establish a cost recovery mechanism for required security
measures.

Extends FERC's emergency authority to respond to threats to the grid from direct
physical attacks, a geomagnetic storm such as a solar storm, and man-made
electromagnetic pulses that could disrupt and destroy large segments of the
electric grid.

An earlier version of the legislation would have established enforceable
cybersecurity standards.

Legislation faces a challenging road to passage, given the crowded floor schedule,
and the complexity of cybersecurity issues.

Major media attention to cyber-hacking may spawn more legislation
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The Smart Infrastructure for a Digital Society

Excellent Power
System Reliability

A Secure Energy
Infrastructure
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Leadership Institute

What are we working on at the
University of Minnesota?

Integrating PHEVs into the grid

Secure Smart Meter Control

Grid agents as distributed computer

Security of cyber-physical infrastructure

Fast power grid simulation and risk assessment

University of Minnesota Center for Smart Grid Technologies

Department of Electrical & Computer Engineering

Faculty: Professors Massoud Amin and Bruce Wollenberg

PhD Candidates/Research Assistants: Anthony Giacomoni, Laurie Miller, and Sara Mullen

Pl: M. Amin (support from EPRI, NSF, ORNL, and University of Minnesota start-up research funding)
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To improve the future
and avoid a repetition
of the past:

Sensors built in to the I-
35W bridge at less than
0.5% total cost by TLI
alumni
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Policy, Science and Technology Must Support
This Transformation: Recommendations

Establish the “Smart Grid” and “self-healing”
interdependent infrastructure security & protection as
national priorities

Authorize increased funding for R&D and demonstrations
of the “Smart Grid”, and interdependency R&D,

resilience/security

Revitalize the national public/private electricity
Infrastructure partnership needed to fund the “Smart Grid”

deployment
M. Amin’s Congressional briefings on March 26 and Oct. 15, 2009

UNIVERSITY OF MINNESOTA

Technological M
Leadership Institute . Driven to Discover - © 2010 No part of this presentation may be reproduced in any form without prior authorization.




Enabling a Stronger and Smarter Grid:

 Broad range of R&D including end-
use and system efficiency,
electrification of transportation,
stronger and smarter grid with
massive storage

* Sensing, Communications, Controls,
Security, Energy Efficiency and
Demand Response if architected
correctly could assist the
development of a smart grid

* Smart Grid Challenge/Opportunity
areas include:

— Distributed Control
— Grid Architectures

- Cybe I Secu rlty Source: Massoud Amin, Congressional briefings, March 26 and October 15, 2009
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Observations

Tactical response is adequate, but
strategic response is lacking

There is no centralized and enforceable
industry cybersecurity coordination and
assurance capability

A supportive public policy umbrella is
needed

The public doesn’t appreciate the latent
threat to the power system

UNIVERSITY OF MINNESOTA

Technological

Leadership Institute M- Driven to Discover™ © 2010 No part of this presentation may be reproduced in any form without prior aut

horiza

tion.




Discussion Questions

What level of threat is the industry
responsible for, and what does
government need to address?

Will market-based priorities support a
strategically secure power system?

What system architecture is most
conducive to maintaining security?

UNIVERSITY OF MINNESOTA
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Conclusions

Threat Situation:
* Cyber has “weakest link” issues

* Cyber threats are dynamic, evolving quickly and often combined with lack of
training and awareness.

Innovation and Policy:

* Protect the user from the network, and protect the network from the user:
Develop tools and methods to reduce complexity for deploying and
enforcing security policy.

 No amount of technology will make up for the lack of the 3 Ps (Policy,
Process, and Procedures).

* [Installing modern communications and control equipment (elements of the
smart grid) can help, but security must be designed in from the start.

e Build in secure sensing, “defense in depth,” fast reconfiguration and self-
healing into the infrastructure.

* Security by default — certify vendor products for cyber readiness
* Security as a curriculum requirement.
* Increased investment in the grid and in R&D is essential.
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“... not to sell light bulbs, but to
create a network of technologies
and services that provide
illumination...”

“The best minds in
electricity R&D have a plan:
Every node in the power
network of the future will
be awake, responsive,
adaptive, price-smart, eco-
sensitive, real-time,
flexible, humming and
interconnected with
everything else.”

- Wired Magazine, July 2001

://www.wired.com/wired/archive/9.07/juice.html
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THE NATIONAL PLAN FOR RESEARCH AND DEVELOPMENT IN
SUPPORT OF CRITICAL INFRASTRUCTURE PROTECTION

 The area of self-healing The National Pl for Research and Devel
hio or Fesearch an velopment

infrastructure was In Support of Critical Infrastructure Protection
recommended in 2005 by the -
White House Office of Science N

ffice of Seleace and Technolegy Policy

and Technology Policy (OSTP)
and the U.S. Department of
Homeland Security (DHS) as
one of three thrust areas for
the National Plan for research
and development in support
of Critical Infrastructure
Protection (CIP).
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Reconfigurable Distribution System,” (Giacomoni, Amin, &
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"New Directions in Understanding Systemic Risk", with NAS and
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grid," IEEE Power & Energy Magazine, pp. 93-95, March/April 2005
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Defense Systems, Vol. 93, Number 5, pp. 855-1059, May 2005
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